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Examiner: S. Cangialosi 



TO THE ASSISTANT COMMISSIONER FOR PATENTS 
Washington, D.C. 20231 

LETTER 



JUL 2 5 2001 




In checking the subject original Letters Patent with our copy of the application, 
the following errors which occurred in the printing of the patent were noted: 

In the Specification 
Column 1, Line 8, "August 9„1995" should be --August 9, 1995,- 

Column 2, Lines 10-13, delete "While the foregoing summary particularly addressed image data 
and photo-duplication equipment, the same principles are equally applicable to other types of 
steganographically-encoded data and other contexts." (See substitute specification and 
Amendment dated 11/13/1997.) 

Column 8, line 14, after "rms noise as" insert -we did in the normal gain setting, we now find-. 

Column 9, line 33, change "If S possible," to -If possible-. 

Column 15, line 4, change "bow" to -how-. 

Column 15, line 31, change "Printinig" to -printing-. 

Column 19, line 53, change ""0". or a" to -"0" or a"-. 

Column 30, Iin3e 52, change "Ppa," to -P s . P cn-. 

Column 35, line 23, change "invention, hopefully" to -invention, hopefully-. 
Column 37, line 38, change "JPEG/IMPEG" to -JPEG/MPEG-. 
Column 46, line 34, change "thes e" to -these-. 
Column 66, line 32, change "riciculous" to -ridiculous-. 
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Column 66, line 36, change "-2,400,000" to —2,400,000— 
Column 74, line 4, change "such AS" to -such as — 

Column 76, line 58, insert the following: (See Amendment filed November 13, 1997.) 
- Errata 

Applicant is preparing a steganographic marking/decoding "plug-in" for use with Adobe 
Photoshop software. The latest version of this software, presented as commented source 
code, is attached as Appendix B. The code was written for compilation with Microsoft's Visual 
C++ compiler, version 4.0, and can be understood by those skilled in the art. 

This source code embodies several improvements to the technology disclosed in 
applicant's prior applications, both in encoding and decoding, and also in user interface. 

Applicant's copyrights in the Exhibit B code are reserved, save for permission to 
reproduce same as part of the specification of the patent. 

While the Exhibit B software is particularly designed for the steganographic encoding 
and decoding of auxiliary data in/from two-dimensional image data, many principles thereof are 
applicable to the encoding of digitized audio, as contemplated by the presently claimed 
invention. 

Before concluding, it may be instructive to review some of the other fields where 
principles of applicant's technology (both in this application, and prior applications) can be 
employed. 

One is document security for passports, visas, "green cards," etc. The photos on such 
documents can be processed to embed a subliminal data signal therein, serving to authenticate 
the document. 

Related to the foregoing are objects (e.g. photos and ID cards) having biometric data 
embedded therein. One example of such biometric data is a fingerprint, allowing the 
authenticity of a person bearing such an ID to be checked. 

Another application is smart business cards, wherein a business card is provided with a 
photograph having unobtrusive, machine-readable contact data embedded therein. (The same 
function can be achieved by changing the surface microtopology of the card to embed the data 
therein.) 

Yet another promising application is in content regulation. Television signals, images on 
the internet, and other content sources (audio, image, video, etc.) can have data indicating their 
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"appropriateness" (i.e. their rating for sex, violence, suitability for children, etc.) actually 
embedded in the content itself rather than externally associated therewith. Television receivers, 
web browsers, etc., can discern such appropriateness ratings (e.g. by use of universal code 
decoding) and can take appropriate action (e.g. not permitting viewing of an image or video, or 
play-back of an audio source). 

Credit cards are also likely candidates for enhancement by use of steganographic 
marking, providing an invisible and covert data carrier to extend functionality and improve 
security. 

The field of merchandise marking is generally well served by familiar bar codes and 
universal product codes. However, in certain applications, such bar codes are undesirable (e.g. 
for aesthetic considerations, or where security is a concern). In such applications, applicant's 
technology may be used to mark merchandise, either through in innocuous carrier (e.g. a 
photograph associated with the product), or by encoding the microtopology of the 
merchandise's surface, or a label thereon. 

There are applications too numerous to detail -- in which steganography can 
advantageously be combined with encryption and/or digital signature technology to provide 
enhanced security. 



Steganographic principles - applied either to film-based records or to the microtopology of 
documents — can be employed to provide some protection against tampering. 

Many industries, e.g. automobile and airline, rely on tags to mark critical parts. Such 
tags, however, are easily removed, and can often be counterfeited. In applications wherein 
better security is desired, industrial parts can be steganographically marked to provide an 
inconspicuous identification/authentication tag. 

In various of the applications reviewed above and in applicant's earlier applications, 
different messages can be steganographically conveyed by different regions of an image (e.g. 
different regions of an image can provide different internet URLs, or different regions of a 
photocollage can identify different photographers). Likewise with other media (e.g. sound). 

Some software visionaries look to the data when data blobs will roam the datawaves an 
interact with other data blobs. In such era, it will be necessary that such blobs have robust and 
incorruptible ways to identify themselves. Steganographic techniques again hold much promise 
here. 



Medical records appear to be an area in which authentication is important. 
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Finally, message changing codes « recursive systems in which steganographically 
encoded messages actually change underlying steganographic code patterns -- offer new 
levels of sophistication and security. Such message changing codes are particularly well suited 
to applications such as plastic cash cards where time-changing elements are important to 
enhance security. 

Again, while applicant prefers the particular forms of steganographic encoding, the 
foregoing applications (and applications disclosed in applicant's prior applications) can be 
practiced with other steganographic marking techniques. 

Having described and illustrated the principles of my invention with reference to various 
embodiments thereof, it should be apparent that the invention can be modified in arrangement 
and detail without departing from such principles. Moreover,<a variety of enhancements can be 
incorporated from the teachings of my prior applications. 

Accordingly, I claim as my invention all such embodiments as come within the scope 
and spirit of the following claims and equivalents thereto.-- 

Appendix 

Add Appendix B, omitted in the printed patent, but submitted to the Patent Office with the patent 
application. 

All of the above errors are attributable to the Patent Office, and a Certificate of Correction is 
enclosed in duplicate to make formal notice of the errors in the subject patent. 



Respectfully submitted, 



Date: July 19, 2001 



DIGIMARC CORPORATION 



PATENT TRADEMARK OFFICE 




23735 




Registration No. 37,677 



Telephone: 503-885-9699 
FAX: 503-885-9880 



\ 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 



PATENT NO. : 5,822,436 Page 1 of 64 

DATED : October 13, 1998 

INVENTORY) : Geoffrey B. Rhoads 



It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 



Column 1 . 

Line 8, "August 9„ 1995" should be -- August 9, 1995, 
Column 2 . . 

Lines 10-13, delete "While the foregoing summary particularly addressed image data 
~ 7 and photo-duplication equipment, the same principles are equally applicable to other 
types of steganographically-encoded data and other contexts." 

Column 8 . 

Line 14, after "rms noise as" insert - we did in the normal gain setting, we now find 
Column 9 . 

Line 33, change "If S possible," to - If possible -. 
Column 15 . 

Line 4, change "bow" to ~ how — . 
~Line 31, change "Printinig" to ~ Printing --. 

Column 19 . 

Line 53, change ""0". or a" to -- "0" or a" --. 
Column 30 . 

Line 39, change "Ppc n " to - P s .pc n 
Column 35 , 

Line 23, change "invention, hopefully" to — invention, hopefully 
Column 37 . 

Line 38, change "JPEG/IMPEG" to - JPEG/MPEG -. 
Column 46 . 

Line 34, change "thes e" to ~ these --. 
Column 66 . 

Line 32, change "riciculous" to ~ ridiculous --. 
Line 36, change "-2,400,000" to -- -2,400,000 -. 

Column 74 . 

Line 4, change "such AS" to — such as --. 
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PATENT NO. : 5,822,436 Page 2 of 64 

DATED : October 13, 1998 

INVENTORY) : Geoffrey B. Rhoads 



It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 



Column 76 . 

Line 58, insert the following: 
- Errata 

Applicant is preparing a steganographic marking/decoding "plug-in" for use 
with Adobe Photoshop software. The latest version of tins software, presented as com- 
mented source code, is attached as Appendix B. The code was written for compilation 
with Microsoft's Visual C++ compiler, version 4.0, and can be understood by those 
skilled in the art. 

This source code embodies several improvements to the technology disclosed 
in applicant's prior applications, both in encoding and decoding, and also 
in user interface. 

Applicant's copyrights in the Exhibit B code are reserved, save for permission 
to reproduce same as part of the specification of the patent. 

While the Exhibit B software is particularly designed for the steganographic 
encoding and decoding of auxiliary data in/from two-dimensional image data, 
many principles thereof are applicable to the encoding of digitized audio, as 
contemplated by the presently claimed invention. 

Before concluding, it may be instructive to review some of the other fields 
where principles of applicant's technology (both in this application, and prior 
applications) can be employed. 

One is document security for passports, visas, "green cards," etc. The photos on 
such documents can be processed to embed a subliminal data signal therein, serving to 
authenticate the document. 

Related to the foregoing are objects (e.g. photos and ID cards) having biometric 
data embedded therein. One example of such biometric data is a fingerprint, allowing 
the authenticity of a person bearing such an ID to be checked. 

Another application is smart business cards, wherein a business card is provided 
with a photograph having unobtrusive, machine-readable contact data embedded 
therein. (The same function can be achieved by changing the surface microtopology 
of the card to embed the data therein.) 

Yet another promising application is in content regulation. Television signals, 
images on the internet, and other content sources (audio, image, video, etc.) can 
have data indicating their "appropriateness" (i.e. their rating for sex, violence, suitability 
for children, etc.) actually embedded in the content itself rather than externally 
associated therewith. Television receivers, web browsers, etc., can discern such appro- 
priateness ratings (e.g. by use of universal code decoding) and can take appropriate ac- 
tion (e.g. not permitting viewing of an image or video, or play-back of an audio source). 



UNITED STATES PATENT AND TRADEMARK OFFICE 

CERTIFICATE OF CORRECTION 



PATENT NO. : 5,822,436 Page 3 of 64 

DATED : October 13, 1998 

INVENTOR(S) : Geoffrey B. Rhoads 



It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 



Credit cards are also likely candidates for enhancement by use of 
steganographic marking, providing an invisible and covert data carrier to extend func- 
tionality and improve security. 

The field of merchandise marking is generally well served by familiar bar 
codes and universal product codes. However, in certain applications, such bar codes 
are undesirable (e.g. for aesthetic considerations, or where security is a concern). In 
such applications, applicant's technology may be used to mark merchandise, either 
through in innocuous carrier (e.g. a photograph associated with the product), or by 
encoding the microtopology of the merchandise's surface, or a label thereon. 

There are applications -- too numerous to detail ~ in which steganography can 
advantageously be combined with encryption and/or digital signature technology to 
provide enhanced security. 

Medical records appear to be an area in which authentication is important. 
Steganographic principles -- applied either to film-based records or to the 
microtopology of documents — can be employed to provide some protection against 
tampering. 

Many industries, e.g. automobile and airline, rely on tags to mark critical parts. 
Such tags, however, are easily removed, and can often be counterfeited. In applications 
wherein better security is desired, industrial parts can be steganographically marked to 
provide an inconspicuous identification/authentication tag. 

In various of the applications reviewed above and in applicant's earlier 
applications, different messages can be steganographically conveyed by different 
regions of an image (e.g. different regions of an image can provide different internet 
URLs, or different regions of a photocollage can identify different photographers). 
Likewise with other media (e.g. sound). 

Some software visionaries look to the data when data blobs will roam the 
datawaves and interact with other data blobs. In such era, it will be necessary that such 
blobs have robust and incorruptible ways to identify themselves. Steganographic tech- 
niques again hold much promise here. 

Finally, message changing codes — recursive systems in which 
steganographically encoded messages actually change underlying steganographic code 
patterns ~ offer new levels of sophistication and security. Such message changing codes 
are particularly well suited to applications such as plastic cash cards where time-chang- 
ing elements are important to enhance security. 

Again, while applicant prefers the particular forms of steganographic encoding, 
disclosed in his prior Application the foregoing applications (and applications disclosed 
in applicant's prior applications) can be practiced with other steganographic marking 
techniques. 
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5,822,436 Page 4 of 64 

October 13, 1998 
Geoffrey B. Rhoads 



It is certified that error appears in the above-identified patent and that said Letters Patent is 
hereby corrected as shown below: 



Having described and illustrated the principles of my invention with reference 
to various embodiments thereof, it should be apparent that the invention can be modi- 
fied in arrangement and detail without departing from such principles. Moreover, a 
variety of enhancements can be incorporated from the teachings of my prior applica- 
tions. 

Accordingly, I claim as my invention all such embodiments as come within the 
scope and spirit of the following claims and equivalents thereto. ~ 



A ppendix 

Add Appendix B, as attached: 



Signed and Sealed this 
Second Day of April, 2002 



Attest: 




Attesting Officer 



JAMES E. ROGAN 
Director of the United States Patent and Trademark Office 
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